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i. knowingly install or use malicious software, except:  

i. for research or teaching purposes; and 
ii. with express written approval of the Head of School or equivalent; and 
iii. in an isolated testing environment or isolated network. 

j. connect an end-of-life, end-of-support, or intentionally compromised device to UNSW 
Information Resources except:  

i. for research or teaching purposes; and 
ii. with express written approval of the Head of School or equivalent; and 
iii. in an isolated testing environment or isolated network. 

Any non-compliance with these prohibitions must be approved in accordance with the Cyber Security 
Standard - Framework Exemption, including a mandatory risk assessment and agreed compensating 
controls. 

(2) Excessive use of UNSW Information Resources (e.g. to generate or mine crypto currency) is not 
permitted, except for research or teaching purposes, and with the express written approval of the Head 
of School or equivalent.  

(3) Staff and students must not use UNSW Information Resources for: 

i. financial or commercial gain for themselves or any third party. 
ii. private professional practice. 

(4) Staff should refer to the UNSW Staff Code of Conduct. Academic staff should also refer to the UNSW 
Paid Outside Work by Academic Staff Policy. Students should refer to the Student Code of Conduct and 
Student Misconduct Procedure.  

3. Restricted and Prohibited Use 

3.1. Prohibited and Restricted Material 

(1) Users must not access, display, store, copy, or transmit prohibited or restricted material on or using 
UNSW Information Resources except: 

a. for research or teaching purposes; and 

i. in accordance with all laws, policies, procedures, and standards, including the 
Research Code of Conduct; and 

ii. with human or animal ethics approval where appropriate; and  
iii. with the express written approval of a relevant Deputy Vice-Chancellor (for prohibited 

material) or a Head of School or equivalent (for restricted material). 

b. for the purpose or intention of investigation of a potential breach of a code of conduct, policy, 
procedure by the Conduct and Integrity Office or Human Resources.   

4. Personal Use of UNSW Information Resources 

4.1. Limited Personal Use 

(1) UNSW provides access to UNSW Information Resources for users to perform legitimate University 
related work, research or studies and all usage must be consistent with that purpose. 

(2) Users are permitted limited and incidental personal use of UNSW Information Resources. This use:   

a. must not directly or indirectly impose an unreasonable burden on any UNSW Information 
Resource
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Personal Device means a non-UNSW owned or provided device that is used by an individual to access, 
store, process or transmit UNSW




